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Abstract

This paper outlines some of the common VPN security flawsNia
Monitor have found during the last three years while perfagVPN se-
curity tests. The paper concentrates on remote access Vifiguations
using the IPsec protocol, although some of the findings a® abplicable
to site-to-site VPNSs.

Some of the problems that have been seen, such as the usezname
meration issue, are new discoveries, while others are krioaitations of
the protocols, which are exposed due to poor configuration.

The paper shows that VPNs are far from the impenetrable ragstieat
many people believe them to be, and that they can actuallgebevéak link
in an otherwise secure system.
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1 Introduction

In the three years since NTA Monitor started testing VPN ggcuthey have
tested many implementations from most of the major vendévhat has been
found is quite shocking: most of the VPNs that were testec liead remotely
exploitable vulnerabilities, and often these would allowadtacker to gain unau-
thorised access to the VPN, view or alter VPN traffic, or disthe VPN server.

Some of the vulnerabilities that have been discovered duha testing were
previously unknown, and these were reported to the vendassgordance with
NTA Monitor’s disclosure policy. After several such flawsdhbeen reported,
it was noticed that the same issues were occurring again geid & different
vendors’ products.

It was also found that the organisations being tested giyée#t that their
VPN was invisible and impenetrable, and that the VPN secteiting was just
a “tick in the box”. After the testing they discovered thae PN was actually
the weakest point in their perimeter. These organisatiaws know the prob-
lems, and in most cases have fixed them. However it is suspaemany other
organisations have vulnerable VPNs that they assume anessec

This paper details the common VPN flaws and explains theircaoses. It
also gives examples using tike-scanandpsk-cracktools, which are part of the
ike-scart package, which demonstrate these flaws.

2 VPNs are Attractive Targets

Before discussing the issues themselves, it is worth pwgraut that VPNs are
attractive targets to hackers. The reasons include:

e VPNs carry sensitive information over an insecure network.
The users generally trust the VPN to keep the informationrggavhich is
understandable because that is what the VPN is designed tBeltause
of this trust, the users will transfer sensitive data withesing additional
encryption, and use protocols that transmit authentinatiedentials in the
clear.

e Remote Access VPNs often allow full access to the interntavok.
Many organisations configure their remote access VPNs ¢ovdllll ac-
cess to the internal network for VPN users. This means thithaeilVPN is
compromised, then the attacker gets full access to thenaitaetwork too.

like-scan is available fromttp://www.nta-monitor.com/ike-scan/



¢ VPN traffic is often invisible to IDS monitoring.
If the IDS probe is outside the VPN server, as is often the,cdsn the
IDS cannot see the traffic within the VPN tunnel because insypted.
Therefore if a hacker gains access to the VPN, he can attacitérnal
systems without being picked up by the IDS.

¢ Increasing security in other areas.
As more organisations install firewalls, move Internet seswnto the DMZ,
automatically patch servers etc., the VPN becomes a mongtiregrtarget.

3 Common VPN Flaws

3.1 VPN Fingerprinting

Most VPN servers can be fingerprinted either by UDP backoffdrprinting[1],
or Vendor ID fingerprinting. While this is not a problem byals(and some
vendors do not consider it a problem at all), it does give ampidl attacker useful
information.

Some systems will reveal the general type of device, e.gC&PIX” or “Nor-
tel Contivity”, whereas others will show the software versdetails as well. An
example of the latter is given in
http://www.nta-monitor.com/news/checkpoint2004/aiden [2].

3.2 Insecure Storage of Authentication Credentials by VPN @ents

Many VPN client programs offer to store some or all of the autitation cre-
dentials (e.g. username and password), and for some clibigss the default
setting. While this makes the VPN easier to use it also intced security risks,
especially if the credentials are not well protected.

The common client issues that have been seen are:

e Storing the username unencrypted in a file or the registry.
Anyone with access to the client computer can obtain thenasee. If
the VPN is using IKE Aggressive Mode, then knowledge of thermame
allows an offline cracking attack against the password. fei@ushows an
example of the usernameyhills@hotmail.constored in the registry.



e Storing the password in a scrambled form.
This is often referred to as “encryption”, but it is reallyfobcation rather
than encryption because there is no unique key needed tgpdecrif the
obfuscation algorithm becomes known, then it is a simpleenab obtain
the password if you have access to the client computer. &igwhows an
example of an obfuscated password stored in the registhidrcase, the
corresponding clear-text passwordMOntGu355Th15.

e Storing the plain-text password in memory.

If storing an obfuscated version of the password in a file gistey is not
bad enough, many clients decrypt this when they start upstord a plain-
text version of the password in memory. In this case, anydtieagcess to
the client computer can obtain the password by starting Pl @lient and
then dumping the process memory with a tool suclpraslump or crash-
ing the computer to get a dump of physical memory. Figure Ivshan
example memory dump from a VPN client with the clear-textspasd
WOntGu355Th1%ighlighted. Notice that the last two characters of the
password are repeated in the memory dump. This is repediabbeviour
for this VPN client, and may give some insight into the ob&tgm mecha-
nism.

e Weak registry or file permissions for stored credentials.
It is a bad idea to cache credentials at all, but this is madeavbthey are
stored in a file or registry entry that is readable by everybddhis allows
these details to be obtained from guest or anonymous netwaonkections
as well as via physical access to the client system.
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Figure 1: VPN Client Process Memory Dump Showing Plain Tedsword
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Figure 2. Username and Obfuscated Password Stored in Regist

3.3 Username Enumeration Vulnerabilities

Many remote access VPNs use IKE Aggressive Mode with presghieey (PSK)
authentication as the default authentication method. Bie&uthentication method
is essentially the well-known username/password auttegiin scheme, although
the terminology used can be different, for example the @s®amis sometimes
known as thed or groupnameand the password is sometimes referred to as the
secretor pre-shared key

One of the basic security requirements of a username/pagswthentication
scheme such as this is that the response to an incorrectdtgimpt should not
leak information about which of the credentials (usernampassword) was in-
correct, because this would allow an attacker to deducehghatgiven username
is valid or not.

This requirement has been known for at least 25 years. Thekfiosvn ref-
erence to this is in the November 1979 Morris Password Sgquatper[3] which
discusses the authentication security of the Unix V7 opegaystem, which was
released in January 1979. In this paper, he states:

To login successfully on the UNIX system, it is hecessagy aft
dialing in to type a valid user name, and then the correct pasd



for that user name. It is poor design to write the login comahan
such a way that it tells an interloper when he has typed in alidv
user name. The response to an invalid name should be idética
that for a valid name.

When the slow encryption algorithm was first implementee, th
encryption was done only if the user name was valid, becatisz-0
wise there was no encrypted password to compare with theisdpp
password. The result was that the response was delayed loy abe
half second if the name was valid, but was immediate if idvalhe
bad guy could find out whether a particular user name was vdlice
routine was modified to do the encryption in either case.

Although this security requirement has been known for desaghany implemen-
tations of PSK authentication do not abide by it and give gedbht response for
an invalid username than for a valid one.

Figure 3 shows the initial packet exchange for aggressiveenRSK authenti-
cation. In this exchange, the client sends an IKE packea&#N server, and the
VPN server responds with an IKE packet. Both packets cosgameral ISAKMP
payloads, but the important ones for this discussion ardédietity payload sent
by the client, which contains the username, andHiash payload sent by the
server, which is an HMAC[4] hash of various things includthg password (pre-
shared key). In a real authentication, the client would then respond aithird
packet containing an HMAC hash of various things including password, but
this discussion is only concerned with the first two packets.

Time VPN Client VPN Server
1) Header

SA

Key Exchange

Nonce

ldentity 2) Header
SA
Key Exchange
Nonce
Identity
Hash

Figure 3: Packet Exchange for Aggressive Mode PSK Authatitic

2The contents of the hash payload sent from the server anessisd in detail in section 3.4.



Three common faults were found in the way that VPN serversomes to the
first packet from the client:

1. Some VPN servers only respond to the client if the userriamalid, they
do not respond at all to invalid usernames;

2. Some VPN servers will respond with a notification messagge,no-proposal-
chosen, if the username is incorrect; and

3. Some VPN servers respond to both valid and invalid useesatout the
hash payload for invalid usernames is calculated usinglgassword, and
it is simple for the client to determine this.

In all three cases, the response to an invalid usernamdesatit to that for a valid
username, and this allows the client to determine if a giveername is valid or
not.

The correct way for the VPN server to respond to an invalidne®ae is for
it to respond using a random password for the hash payload iFlsimple to
implement, and does not allow the client to determine if anes®e is valid or
not. It is therefore surprising that so many VPN implemaatet get this wrong.

An example of this issue is shown below. In this examie;scanis used
to demonstrate that the VPN server responds to valid usesaarmally, but to
invalid usernames with a notify message. This shows thathis VPN server,
the usernaméed s valid, but the usernanjan is not.

$ ike-scan --aggressive --id=fred 172.16.2.2

Starting ike-scan 1.7 with 1 hosts (http://wmv. nta-nonitor.confike-scan/)
172.16. 2. 2 Aggressive Mde Handshake returned

SA=( Enc=3DES Hash=SHA1 Aut h=PSK G oup=2: modp1024 LifeType=Seconds

Li f eDuration(4)=0x00007080)

KeyExchange(128 byt es)

Nonce(20 byt es)

| D( Type=I D_I| PV4_ADDR, Val ue=172.16. 2. 2)

Hash(20 bytes)

$ ike-scan --aggressive --id=jim172.16.2.2
Starting ike-scan 1.7 with 1 hosts (http://wm.nta-rmonitor.comike-scan/)
172.16.2.2 Notify message 14 (NO PROPOSAL- CHOSEN)

This information leakage can be of great help to an attadkecause usernames

are often based on people’s names or email addresses, $iés t#wan you would
think to mount a successful dictionary attack. Once the Yiadid username is
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found in this way, the format of the usernames is known, amgleven easier to
find other valid usernames. During VPN security tests, itdféeen been possible
to find many valid usernames in this way.

It is believed that this VPN username guessing issue is a m&o\wery, and
NTA Monitor have notified several vendors about this issuaweler, the vendors
have not always implemented fixes after notification, so neystems are still
vulnerable today.

3.4 Offline Password Cracking

Once a valid username is obtained using IKE Aggressive Mibdethen possible
to obtain a hash from the VPN server and use this hash to mouwftlane attack
to crack the associated password.

As shown in figure 3, the packet returned from the VPN servehéoclient
contains, among other things hashpayload which is known as thresponder
hash(because the client is the initiator and the VPN server igéisponder) or
hash.

The construction ofiash is defined by RFC 2409 [5] as:

hash = prf (skeyid gx'|gx|cky |cky|SAp|IDir p)
andskeyidis defined as:
skeyid= prf(psk Nip|Nrp)

where the terms used are:

prf The pseudo-random HMAC function

% The responder (VPN Server) public Diffie-Hellman value {ie key
exchange payload)

X% The initiator (VPN client) public Diffie-Hellman value (irhé key
exchange payload)

cky The responder (VPN Server) ISAKMP cookie (in the ISAKMP head

cky The initiator (VPN client) ISAKMP cookie (in the ISAKMP head

SAp The body of the initiator (VPN client) SA payload

IDir The body of the responder (VPN Server) ID payload

Nip The body of the initiator (VPN client) nonce payload

Nrp The body of the responder (VPN Server) nonce payload

10



psk The Pre-Shared Key (group password)

All of the values above, apart frompsk are contained in the first initiator and
responder IKE packets, which are not encrypted. So thesewahn be obtained
from the packets and then the same functions used to caaulash using a pre-
shared key of our choice and see if our calculated hash nsthbeone from the
VPN server.

To perform the offline dictionary attack, a list of candidptesswords is taken,
and each one is run through the hash function. The resuléisly is then compared
with the hash that the server sent, and if they match thenatrteat password has
been found. Because this is an offline attack, it does notecang entries in the
VPN server log, nor would it trigger account lockout. Thitaak is very fast:
typically several hundreds of thousands of guesses pende&@ome speed fig-
ures for the pre-shared-key cracking tpek-crackare shownin table 1. The PSK
cracking speed achievable depends mainly on the underhash performance:
each PSK calculation consists of two HMAC calculations, aadh HMAC cal-
culation consists of two hash calculations (either MD5 oA3Hlepending on the
hash algorithm used), therefore the PSK cracking speeddbewpproximately
one quarter of the hash speed.

CPU type and speed | MD5 attempts per second| SHAL attempts per second
Intel P3, 1.13GHz 153,000 88,000
Intel P4, 2.8GHz 264,000 136,000
AMD Athlon XP 2800+ 315,000 212,000

Table 1: psk-crack Cracking Speeds

Table 2 shows the maximum time required for a brute-forcac&tiagainst
various password complexities using a single AMD Athlon X3@+ system.

Password Complexity | Number of Combinations | Brute Force Time
6 characters a-z 309 Million 16 minutes
6 characters a-z, A-Z, 0-9 57 Billion 2 days
8 characters a-z 209 Billion 8 days
8 characters a-z, A-Z, 0-9 218 Trillion 22 years

Table 2: Time required for brute-force cracking

Below is an example that shows hake-scancan be used with a valid user-
name (in this case the usernafmed, which we found earlier) to obtain the PSK
parameters and write them to a file (fred.psk). The example gtiows hovpsk-
crackcan be used to perform a dictionary attack against these R&neters to

obtain the password.
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$ i ke-scan --aggressive --id=fred --pskcrack=fred. psk 172.16.2.2

Starting ike-scan 1.7 with 1 hosts (http://wm.nta-rmonitor.comike-scan/)
172.16. 2. 2 Aggressive Mdde Handshake returned

SA=( Enc=3DES Hash=SHA1 Aut h=PSK Group=2: nodp1024 LifeType=Seconds

Li f eDurati on(4)=0x00007080)

KeyExchange(128 byt es)

Nonce(20 byt es)

| D( Type=I D_| PV4_ADDR, Val ue=172.16. 2. 2)

Hash(20 bytes)

$ psk-crack fred. psk

Starting psk-crack in dictionary cracking node

key "Liverpool" matches SHAL hash 1f074be2ce5a3128aead9a4f 4f bh7752f 9f 33670
Endi ng psk-crack: 10615 iterations in 0.052 seconds (204134.62 iterations
| sec)

Once a valid username and the associated password have liteered, we can
use this to complete IKE Phase-1 and establish an ISAKMP SA thie VPN
Server. For some VPN servers, this is all that is requiredaio gccess to the
VPN, while others have an additional authentication stejh st XAUTH[6] that
must be completed after IKE Phase-1.

3.5 Man-in-the-Middle Attacks

If the VPN server is using IKE Aggressive Mode, and it is pbksto determine
a valid username and password, then an ISAKMP SA can be isstathlto the
VPN server. Even if the VPN server enforces a second leveltifemtication,
this often relies on the security of this ISAKMP SA. In thiseaif it is possible
to establish an ISAKMP SA then the second level of authetiicavould not pro-
vide complete protection because it would be vulnerablertaa-in-the-middle
attack. This risk is acknowledged in the XAUTH IETF draft[6]

The protocol described in this memo strictly extends thaentt-
cation methods described in [IKE]. It does not in any way etftbe
authenticated nature of the phase 1 security associatiofadt, this
protocol heavily relies on the authenticated nature of thage 1 SA.
Without complete phase 1 authentication, this protocokdua pro-
vide any authentication at all, since it becomes easily vulnerable t
Man-in-the-Middle (MitM) attacks.
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An example scenario showing how this could be exploitedresja VPN server
using XAUTH is given below:

1. Install the MitM system in the path of the VPN Client/Sertraffic.
Installing the system on an Ethernet link that the traffic 8awer, and us-
ing ARP spoofing to re-direct the traffic could achieve this.

In this position, the MitM system could sniff the usernamesith are
passed in the clear) and crack the passwords using the iafiomin the
1st and 2nd packets. Alternatively, it could be fed a list ®émames and
passwords that had previously been obtained by group naoraeration
and password cracking.

2. When the real client connects, allow them to establishS&\KMP SA to
the MitM system, and establish a second ISAKMP SA from theMvBi/s-
tem to the VPN server.

The client user thinks he is connected to the VPN server,dugally con-
nected to the MitM system.

An ISAKMP SA can be established from the MitM system to the VPN
server because the username and password are known.

3. The VPN server will issue an XAUTH challenge to the MitM &gra. The
MitM system passes this on to the client.

4. The client sends the response (e.g. second username emdCSEIN +
passcode) to the MitM system, which passes it on to the VPMeser

5. Now the client is connected to the MitM system, and the Mgajétem is
fully authenticated to the VPN server.
At this point, the VPN security is breached. The MitM systeas lthree
options:
(&) Intercept and log traffic between the client and VPN serve
(b) Alter traffic between the client and VPN server; or

(c) Drop the connection with the client and proceed to comepl&E
Phase-2 with the VPN server and gain access to the intes@alrees.

3.6 Lack of Account Lockout

Most general purpose operating systems allow accounts tocked out after a
certain number of incorrect login attempts. However, maR\Mmplementations
do not support this and allow an unlimited number of logiemipts.
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Why this should be the case is not clear because accountugdie the
prevention of username information leakage mentioned aticge 3.3, has been
a recognised part of authentication for decades (for examplwas used on
VAX/VMS systems in the 1980s).

3.7 Poor Default Configurations

All too frequently, the default “out of the box” configuratidor a VPN server
is geared towards usability rather than security. Typyctle default authentica-
tion method is IKE Aggressive Mode with pre-shared keysnewben stronger
authentication methods such as Main Mode with certificatesagailable. IKE

Aggressive Mode with pre-shared key authentication hasvknesues, some of
which have been detailed in previous sections.

The end-users generally assume that the default configaretisecure be-
cause they trust the vendor to choose sensible defaultsthanel is nothing to
indicate to them that there is any security vulnerabilityess they get tested or
hacked.

The default configurations also normally include supportrfany different
ciphers and modes, so you will often see a combination ohgtamd weak ciphers
supported, or both ESP and AH (which does not encrypt at alfjdosupported.
In these cases, someone with access to the client systdrar(ditectly, or over
the network) could re-configure the client to use a weak cifiteg could be easily
cracked (it would not take long to crack a 40-bit export-gragbher with modern
equipment), or worse to use AH which passes the traffic in tbarc The user
would almost certainly never notice the change because B¢ Works just the
same, and who ever bothers to manually check the tunnel mudlerecryption
ciphers after every connection?

3.8 Poor Guidance and Documentation

Many VPN implementations do not provide sufficient guidaaod documenta-
tion to allow the end-user to make informed decisions abditkvconfiguration
to use. Some examples of areas where guidance would be hbeiifis very

rarely given are:

e Use of weak ciphers such as export-grade or single DES, wdachbe
cracked relatively easily;

¢ Use of weak authentication mechanisms such as pre-shayeditte|KE
Aggressive Mode, which transmits the username in the ceakjs vulner-
able offline password cracking if a valid username is knovad, a

14



e Selection of the AH protocol, which doesn’t encrypt the VRaffic at all.

Typically there are no warnings about these things in theih@ntation, and usu-
ally there is no warning message when these options areeegliecthe configu-
ration program either.

This means that users do not know what options are safe andonbka are
risky. This is not a good state of affairs for such a criticartpof the security
perimeter. Vendors should not assume that the end-usarvadérstand the details
and security characteristics of IPsec and IKE.

4 Conclusions

VPN systems are not the invulnerable systems that they &&a bélieved to be.
The vast majority of remote access VPN systems that have tested by NTA
Monitor (about 90%) have had significant security issued,iahas been possi-
ble to demonstrate a full compromise on a large proportiothese vulnerable
systems.

Some of the common issues that have been found are detaitbd earlier
sections, but the root causes of these can be summariseitbassfo

e The real-world VPN security issues are rarely in the crympbic algo-
rithms.
A lot of attention is focused on the cryptography, but in piasg the se-
curity problems are not normally in the cryptographic aitjons that are
used; the vulnerabilities are generally caused by poor gorgtion or bad
implementation rather than the cryptography.
This focus on cryptography is a problem for two reasons:

— People frequently associate the security of the cryptdgcaplgo-
rithms with the security of the VPN system as a whole and tbeze
assume that the VPN is unbreakable “because it uses 3DE$ whic
would take billions of years to crack”; and

— People spend too much time worrying about the cryptograglgic-
rithms (e.g. “should we use 3DES or AES?”) when they should be
worrying about other areas.

e Well accepted security practices are not always used by \@tdaors.
Things like not leaking information about valid usernamed Bcking out
accounts after a number of failed attempts have been peddb operating
system login authentication for decades, so why do so many Miple-
mentations not bother?
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e Default configurations are often chosen for ease-of-userahan security.
For example many remote access VPNs use IKE Aggressive Matie w
pre-shared key authentication as the default configuraitihough they
may also support the stronger Main Mode with certificateds Tworry-
ing because users will tend to use the default configuratems they will
understandably expect these defaults to be sensible ancesédtcould be
argued that vendors are failing their customers by choass®rure default
configurations.

e Customers do not always understand the configuration aption
The configuration options are often difficult to understagdhe end-user,
and there is often no guidance as to what configurations asnpally in-
secure. For example, if you choose pre-shared key autlagintiovith IKE
Aggressive Mode, most implementations will not warn youla known
problems that are inherent in this method. There is alsmdittée guidance
in the documentation. See this bugtraq post for an exampilei®fack of
documentation:
http://www.securityfocus.com/archive/1/291340/200201/2002-09-07/2[7]

e VPN servers have the same software problems as other cospisvare
products.
Although this paper has not talked in detail about buffertoes and simi-
lar issues, some instances of software bugs which coulddegity impli-
cations have been found during VPN security testing. Thasikhnot come
as a surprise to anyone, but it is worth pointing out thatausth not be as-
sumed that VPN implementations are somehow exempt fromateare
bugs that plague other complex products.

¢ VPNSs should be tested to ensure that they are secure.
In the three years that NTA Monitor have been performing Vebtihg,
about 90% of the sites with remote access IPsec VPNSs thattester] had
significant vulnerabilities. These were mainly large oigations including
financial institutions who had their own in-house securigms. Given this
situation, do not blindly trust that your VPN is secure.
You can useke-scanto help you test the VPN but, like many testing tools,
you should be aware that it is quite a complex tool that needsetfully
understood in order for it to be used effectively.
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